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ommunity banks are on the front lines when 
it comes to ensuring people in their local 
areas have equal access to loans. This means 

they must be vigilant in maintaining stringent lending 
standards to avoid any suggestion of discriminatory 
practices. Violations of fair lending laws have the 
potential to affect a community bank’s bottom line in 
the form of litigation or other penalties. Plus, they may 
cause a bank to lose customers.

THE LAWS ARE CLEAR
There are two primary fair lending laws. First, the 
Fair Housing Act (FHA) prohibits discrimination in 
residential real estate-related transactions based on 
race or color, national origin, religion, sex, handicap, 
or familial status. For example, banks can’t discrim-
inate against households with one or more children 
under 18, pregnant women, or people in the process 
of adopting or otherwise gaining custody of a child. 
Second, the Equal Credit Opportunity Act (ECOA) 
prohibits discrimination in credit transactions based 

on race or color, national origin, religion, sex, marital 
status, age (assuming the applicant has the capacity 
to contract), an applicant’s receipt of income from a 
public assistance program, or an applicant’s good 
faith exercise of his or her rights under the Consumer 
Credit Protection Act.

In addition, the Home Mortgage Disclosure Act 
requires certain lenders to report information about 
mortgage loan activity, including the race, ethnicity 
and sex of applicants. And the Community Reinvest-
ment Act provides incentives for banks to help meet 
their communities’ credit needs.

THESE STEPS WILL HELP
Here are five tips for developing an effective compli-
ance program:

1. Conduct a risk assessment. Identify your bank’s 
most significant fair lending risks based on its size, loca-
tion, customer demographics, product and service mix, 

and other factors. This can reveal weaknesses in 
the bank’s credit policies and procedures and other 
aspects of its credit operations. It’s particularly 
important to examine the bank’s management of 
risks associated with third parties, such as apprais-
ers, aggregators, brokers and loan originators.

2. Develop a written policy. A compre-
hensive written fair lending policy is key to help 
minimize your bank’s risks. This document can go 
a long way toward mitigating the bank’s liability 
in the event of a violation by demonstrating its 
commitment to fair lending. 

3. Review your data. Analyzing data  
about your lending and other credit decisions  
is important for two reasons: First, it’s the only 
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way to determine whether disparities in access to credit 
exist for members of the various protected classes. 
These disparities don’t necessarily signal that unlawful 
discrimination is taking place — but gathering this 
data is the only way to make this determination.

Second, lending discrimination isn’t limited to disparate 
treatment of protected classes. Banks are potentially 
liable under the FHA and ECOA if their lending prac-
tices have a disparate impact on protected classes. 
For example, a policy of not making single-family 
mortgage loans under a specified dollar amount may 
disproportionately exclude certain low-income groups, 
even though the policy applies equally to all loan 
applicants. Banks can defend against allegations of 
discrimination based on disparate impact by showing 
that the policy was justified by business necessity and 

that there was no alternative practice for achieving the 
same business objective without a disparate impact. 

4. Provide compliance training. Even the most 
thorough, well-designed policy won’t be worth the 
paper it’s printed on unless you provide fair lending 
compliance training for bank directors, management 
and other relevant employees. It’s also important to 
evaluate whether the policy is effective. 

5. Monitor compliance. You’ll need to monitor 
your bank’s compliance with fair lending laws and 
promptly address any violations or red flags. Among 
other things, perform regular data analysis; monitor 
and manage consumer complaints; keep an eye on 
third-party vendors; and conduct periodic independent 
audits of your compliance program (by your internal 
audit team or an outside consultant).

STAY ON TOP OF FAIR LENDING PRACTICES
Lending is a key function of any community bank, so 
your bank should stay alert to any potential violations 
of fair lending laws. Although some of these laws have 
been in place for many years, that doesn’t mean banks 
should become complacent. If not addressed properly, 
these issues may come back to haunt your bank’s oper-
ations and negatively affect its financial health. n

IT’S PARTICULARLY IMPORTANT TO 
EXAMINE THE BANK’S MANAGEMENT 
OF RISKS ASSOCIATED WITH THIRD 
PARTIES, SUCH AS APPRAISERS,  
AGGREGATORS, BROKERS AND  
LOAN ORIGINATORS.

he Federal Deposit Insurance Corporation 
(FDIC) reports that the number of insured 
financial institutions has dropped from around 

8,000 to just under 4,600 over the last 14 years. 
When institutions consolidate, their average asset  
size swells, so it’s important for banks to be mindful  
of their obligations under the FDIC Improvement Act  
of 1991 (FDICIA).

WHAT DOES THE FDICIA REQUIRE?
The FDICIA imposes stricter auditing, reporting and 
governance obligations once banks have $500 million 
in total assets, followed by even more rigorous require-
ments at $1 billion in assets. According to the FDIC’s 
most recent Community Banking Study (December 
2020), the average asset size of community banks in 
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2019 was approximately $470 million. So, it’s likely 
that many community banks will cross the $500 million 
threshold in the future.

It’s important to monitor your bank’s assets closely to 
prepare for FDICIA compliance before you reach the 
threshold (ideally one to two years). An early start will 
help ensure a smooth transition. It will also give you 
an opportunity to test new controls and procedures, 
allowing you to remedy any deficiencies before you 
start submitting reports to federal regulators.

WHAT’S REQUIRED BEFORE  
REACHING $500 MILLION?
Your bank should take several steps as you approach 
the first reporting threshold. The FDICIA will require 
submission of comparative financial statements. If you 
don’t currently prepare audited financials, you can use 
unaudited ones for the year before you’re subject to 
the FDICIA. Nevertheless, it’s a good idea to obtain at 
least a balance sheet audit for the previous year. That 

way, any material weaknesses or significant defi-
ciencies the auditor identifies can be addressed 
before you report to federal regulators.

Additionally, review your audit committee’s 
composition to ensure that a majority of its mem-
bers are independent. You may need to replace 
some members who have conflicts and add new 
directors, so leave plenty of time to conduct a 
diligent search.

Also review your accountants’ services for poten-
tial independence issues. Early preparation will 
provide time to arrange separate firms for audit 
services and prohibited nonaudit services. Your 
auditor won’t be allowed to prepare financial 
statements, so management should be prepared 
to assume greater responsibility for financial 
statement preparation and review.

WHAT’S REQUIRED AT $500 MILLION?
When your bank’s total assets reach  
$500 million, key requirements include:

Audited financial statements. Audited financial 
statements must be submitted with the independent 
auditor’s report to the relevant federal banking agency 
within 120 days after the fiscal year end (90 days for 
publicly traded banks).

Auditor independence. Your bank must comply 
with the strictest auditor independence standards 
applicable to public companies. That means your 
auditor must avoid conflicts of interest and prohibited 
financial relationships with your bank, rotate audit 
partners at least every five years, and refrain from 
providing prohibited nonaudit services to your bank. 
Examples include bookkeeping, financial statement 
preparation, valuation, internal audits and tax services 
for certain bank insiders.

Management reports. Annual reports must  
include statements on management’s responsibility for 
1) preparing financial statements, 2) establishing and 
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The applicability of the FDIC Improvement Act (FDICIA)  
is based on total assets as of the beginning of your 
bank’s fiscal year, per your most recent Call Report. 
Banks that operate on a calendar year should consult 
their December 31 Call Reports to determine total  
assets on January 1 of the following calendar year.

FDICIA coverage for a given fiscal year is based on  
a bank’s total assets as of the first day of that year, 
regardless of asset-level fluctuations during the year.  
For example, if a calendar-year institution’s total assets 
are $550 million as of September 30, 2024, it won’t  
be subject to the FDICIA in 2025 if total assets drop  
to $495 million as of December 31, 2024.

However, if the bank’s assets are greater than  
$500 million as of the end of 2024, it will be subject  
to the FDICIA throughout 2025, even if its total assets  
dip below the threshold during the year.

MEASURING ASSETS FOR FDICIA PURPOSES
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nline and mobile banking apps have become 
wildly popular. According to a 2023 study 
by Consumer Reports (CR), 75% of Amer-

icans use one or more banking apps to check their 
balances, monitor transactions, transfer and receive 
money, deposit checks, pay bills, and perform other 
tasks. Of those who use banking apps, 77% use them 
at least once a week — and 32% use them every day, 
or nearly every day.

In March 2024, CR published a report, “Banking 
Apps: The Case Study for a Digital Finance Stan-
dard.” For this report, CR evaluated 10 popular 
mobile banking apps — five offered by large  
traditional banks and five offered by “digital” (that 
is, online only) banks. CR found that many apps fall 
short, particularly when it comes to fraud protection, 
privacy and accessibility. Here are some additional 
highlights from the report.

CONSUMER REPORTS STUDY PROVIDES 
INSIGHTS INTO MOBILE BANKING APPS

O

maintaining adequate internal control over 
financial reporting (ICFR), and 3) complying 
with certain safety and soundness laws and 
regulations. 

Audit committee composition. Your 
bank’s board must have a separate audit 
committee, and a majority of the committee’s 
members must be outside directors who are 
independent of management.

Remember these requirements when prepar-
ing to comply.

WHAT’S REQUIRED AT $1 BILLION?
The following additional requirements apply when 
your bank’s total assets reach $1 billion:

Expanded management reports. Your bank must 
submit an evaluation of the effectiveness of its ICFR as of 
the fiscal year end, based on a recognized framework.

External opinion on ICFR. You must submit an inde-
pendent auditor’s attestation report on the effectiveness 
of ICFR as of the fiscal year end.

Fully independent audit committee. All mem-
bers of your audit committee must be independent of 
management.

These time- and resource-intensive steps require an 
early start.

CREATE A ROADMAP
A smooth journey to FDICIA compliance requires 
a detailed plan. Contact your CPA to discuss steps 
needed as your bank’s total assets approach the 
$500 million and $1 billion mileposts. n
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FRAUD PROTECTION
Although CR’s 2023 survey found that the vast 
majority of users feel confident that their banking apps 
adequately protect them against fraud and scams, 
the 2024 report concluded that the banking apps 
generally don’t “adequately commit to real-time fraud 
monitoring and notifying users in the event of suspi-
cious activity.” Also, while most banks provide users 
with basic fraud education on their websites, some fail 
to provide similar information in their apps.

CR recommends that banking apps make explicit 
commitments to real-time fraud monitoring and fraud 
notifications to users. The apps also need to increase 
education about scams and fraud.

PRIVACY
According to CR, “Most of the banking apps we 
reviewed share data beyond what is required to provide 
the service the user requests, and only some banking 
apps offer the ability to opt out of targeted advertising.” 
The report recommends that banks “practice true data 
minimization” in their apps. 

It also suggests that banks should provide more mean-
ingful information about data that’s shared with third 
parties. Finally, banks need to provide in-app controls 
over data sharing and targeted advertising to make it 
easy for users to opt out.

ACCESSIBILITY
CR found that many banking apps are lacking when 
it comes to accessibility for users with disabilities. In 
addition, the apps aren’t necessarily accessible for 
those whose primary language isn’t English. 

The report urges banks to “build robust accessibility 
features directly into mobile apps and websites,” par-
ticularly for users with visual or hearing disabilities. It 
also recommends making apps and account informa-
tion available in Spanish and other languages.

FINANCIAL WELL-BEING
According to the report, digital banks offer maintenance 
fee structures that benefit users’ financial health, while 
traditional banks fall short in this regard. CR also found 
that banking apps are inconsistent in offering tools and 
features designed to help users improve their financial 
well-being, such as automated savings features, budget-
ing tools, goal-setting features and spending indicators. 
Plus, most users don’t take advantage of these resources. 
The report concluded that banks “can do more to edu-
cate their customers about the importance of saving and 
budgeting and make app design decisions that encour-
age active use of these tools.”

CR recommends that banks eliminate maintenance 
fees, seamlessly embed interactive financial health 
tools in their apps and track user financial well-being 
metrics as institutional key performance indicators.

BEST PRACTICES
As mobile banking apps continue to grow in popular-
ity and functionality, the CR report provides a useful 
guide to best practices when designing these apps. 
Banks can create a competitive edge by ensuring their 
mobile banking apps are up to speed. n
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STEERING CLEAR OF DISCRIMINATION  
IN REAL ESTATE VALUATION
A recent Federal Financial Institutions Examination 
Council (FFIEC) statement discusses “Principles Related 
to Valuation Discrimination and Bias in Residential 
Lending.” The statement notes that “Deficiencies in 
real estate valuations, including those due to valuation 
discrimination or bias, can lead to increased safety 
and soundness risks, as well as consumer harm.” The 
statement lists several examples of potential consumer 
harm, such as:

�	�Denial of access to credit for which a consumer is 
otherwise qualified,

�	�Offering consumers credit at less favorable  
terms, and

�	�Steering consumers to a narrower class of loan 
products.

Banks whose internal controls fail to identify, monitor 
and control valuation discrimination or bias may be 
exposed to legal and compliance risks or negative 
assessments by regulators. To avoid these issues, the 
FFIEC encourages banks to establish a formal valua-
tion review program consistent with the Interagency 
Appraisal and Evaluation Guidelines. n

CONSUMERS ARE SKEPTICAL OF AI
Banks increasingly use artificial intelligence (AI) to 
streamline and enhance various processes, including 
customer service, fraud prevention and detection, 
compliance, underwriting, collections, and marketing. 
But it’s important to recognize that customers may 
not be fully on board. According to a recent survey 
by J.D. Power, “While banks are investing time and 
resources to integrating AI into their offerings, custom-
ers are simply not convinced that AI is to be trusted. 
More than half (56%) say they only somewhat trust the 
quality of the output generated by their bank’s use of 
AI, with 32% saying they don’t trust it at all.”

Part of the problem, the report theorizes, may be that 
banking customers “view their institution’s use of AI as 
less advanced than other industries’ solutions.” To get 
customers more comfortable with AI, J.D. Power says, 
banks “need to go the extra mile by making [customers] 
understand how they’ll personally benefit from it.” n

WATCH OUT FOR COUNTERFEIT  
U.S. PASSPORT CARDS
In a recent notice, the Financial Crimes Enforcement 
Network (FinCen) warned financial institutions about 
the use of counterfeit U.S. passport cards to perpetrate 
identify theft and fraud schemes. Some examples of 
warning signs include:

�	�Photos that are in color, have a white, blurry border 
or have a dark gray square surrounding them,

�	�Account holder photos on file that don’t match  
the photo on the card or the individual presenting 
it, and

�	�A missing holographic U.S. Department of State 
seal or a seal from an unrelated agency.

The notice provides an overview of these schemes 
and highlights 17 selected technical, behavioral and 
financial red flags to assist banks in identifying and 
reporting suspicious activity. n

This publication is distributed with the understanding that the author, publisher and distributor are not rendering legal, accounting or other professional 
advice or opinions on specific facts or matters, and, accordingly, assume no liability whatsoever in connection with its use. ©2024




